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Abstract Abstract 
The rapid growth and increasing demand for Internet of Things (IoT) devices in our everyday lives create 
exciting opportunities for human involvement, data integration, and seamless automation. This fully 
interconnected ecosystem considerably impacts crucial aspects of our lives, such as transportation, 
healthcare, energy management, and urban infrastructure. However, alongside the immense benefits, the 
widespread adoption of IoT also brings a complex web of security threats that can influence society, 
policy, and infrastructure conditions. IoT devices are particularly vulnerable to security violations, and 
industrial routines face potentially damaging vulnerabilities. To ensure a trustworthy and robust security 
framework, it is crucial to tackle the diverse challenges involved. This survey paper aims to aid 
researchers by categorizing attacks and vulnerabilities based on their targets. It provides a detailed 
analysis of attack methods and proposes effective countermeasures for each attack category. The paper 
also highlights case studies of critical IoT applications, showcasing security solutions. In addition to 
traditional cryptographic approaches, this work explores emerging technologies like Quantum Crypto 
Physical Unclonable Functions (QC-PUFs) and blockchain, discussing their pros and cons in securing IoT 
environments. The research identifies and examines attacks, vulnerabilities, and security measures and 
endeavors to impact the overall understanding of IoT security. The insights and findings presented here 
will serve as a valuable resource for researchers, guiding the development of resilient security 
mechanisms to ensure the trustworthy and safe operation of IoT ecosystems. 
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Abstract

The rapid growth and increasing demand for Internet of Things (IoT) devices in our everyday lives create exciting
opportunities for human involvement, data integration, and seamless automation. This fully interconnected ecosystem
considerably impacts crucial aspects of our lives, such as transportation, healthcare, energy management, and urban
infrastructure. However, alongside the immense benefits, the widespread adoption of IoT also brings a complex web of
security threats that can influence society, policy, and infrastructure conditions. IoT devices are particularly vulnerable to
security violations, and industrial routines face potentially damaging vulnerabilities. To ensure a trustworthy and robust
security framework, it is crucial to tackle the diverse challenges involved. This survey paper aims to aid researchers by
categorizing attacks and vulnerabilities based on their targets. It provides a detailed analysis of attack methods and
proposes effective countermeasures for each attack category. The paper also highlights case studies of critical IoT ap-
plications, showcasing security solutions. In addition to traditional cryptographic approaches, this work explores
emerging technologies like Quantum Crypto Physical Unclonable Functions (QC-PUFs) and blockchain, discussing their
pros and cons in securing IoT environments. The research identifies and examines attacks, vulnerabilities, and security
measures and endeavors to impact the overall understanding of IoT security. The insights and findings presented here
will serve as a valuable resource for researchers, guiding the development of resilient security mechanisms to ensure the
trustworthy and safe operation of IoT ecosystems.

Keywords: Internet of things, Cyber security, Anomaly detection, Systematic literature review, Machine learning (ML),
Blockchain

1. Introduction

T he realm of IoT security encompasses a broad
range of strategies, tools, processes, systems,

and methods aimed at safeguarding the entirety of
the Internet of Things. It involves protecting phys-
ical components, applications, data, and network
fixtures to guarantee the availability, integrity, and
confidentiality of IoT ecosystems. Security chal-
lenges are abundant due to the continuous discov-
ery of numerous vulnerabilities within IoT systems.
Robust IoT security entails a holistic approach to
protection, encompassing measures such as

component hardening, continuous monitoring,
firmware updates, access management, proactive
threat response, and active vulnerability remedia-
tion. The significance of IoT security cannot be un-
derstated, as these sprawling and vulnerable
systems represent highly attractive attack vectors.
IoT security vulnerabilities are pervasive across a

wide range of domains, including vehicles, smart
grids, watches, and smart home devices. For
instance, researchers have identified webcams with
glaring security flaws [1], easily exploitable for un-
authorized network access. Similarly, smartwatches
have been found to harbor vulnerabilities enabling
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hackers to track wearers' locations and eavesdrop on
their conversations [2]. These examples underscore
the pressing need to comprehensively and proac-
tively address IoT security concerns.

1.1. IoT security challenges

Securing IoT environments presents many chal-
lenges owing to the distinctive characteristics of IoT
devices and systems. The absence of standardized
regulations and a lack of awareness regarding
inherent risks significantly compound the
complexity of IoT security. Key challenges encom-
pass limited visibility and control over deployed
devices, the intricate integration of diverse IoT de-
vices into existing security frameworks, vulnerabil-
ities stemming from open-source code in firmware,
the sheer volume of data generated by IoT systems,
inadequate vulnerability testing practices, unre-
solved vulnerabilities, susceptible APIs, and the
prevalence of weak passwords. Effectively address-
ing these challenges necessitate implementing spe-
cific security measures, including API security,
meticulous device inventory management, contin-
uous software updates, robust encryption for data at
rest and in transit, multi-factor authentication,
comprehensive network security provisions, and
diligent vulnerability patching.

1.2. IoT adoption use case

In today's world, the widespread adoption of IoT
devices necessitates implementing robust measures
for connectivity, management, and control. To ach-
ieve this, three fundamental steps are essential.
Firstly, the process of discovering and classifying
each connected object enables rapid identification
and automated provisioning based on device type
and the application of appropriate configuration
policies. Secondly, the network infrastructure can be
effectively segmented into dedicated virtual net-
works, ensuring the separation of services and ap-
plications to optimize functionality and enhance
security. Lastly, continuous monitoring of device
behaviors enables real-time inventory management
and prompt response in the event of deviations. By
adhering to these steps, cybersecurity researchers
can significantly enhance the usability of their IoT
devices, promoting efficient operation, timely
detection of anomalies, and proactive device man-
agement and security practices.
Multiple fundamental elements are essential for

enabling the functionality of IoT. Identification, a
crucial element, plays a significant role in naming and
matching services to their respective demands. IoT

devices utilize sensing capabilities to capture data and
transmit it to the cloud or databases for analysis.
Communication serves as a binding force, enabling
seamless interaction amongdiverse objects to provide
targeted digital services. Various communication
protocols [3] such as Wireless Fidelity (WiFi), Blue-
tooth, Zigbee,MessageQueuing Telemetry Transport
(MQTT), Institute of Electrical and Electronics Engi-
neers (IEEE) 802.15.4, Object Linking and Embedding
for Process Control Unified Architecture (OPC-UA),
Near Field Communication (NFC), Z-wave, Long
Range Wide Area Network (LoRaWAN), SigFox, and
Long-Term Evolution Advanced (LTE-Advanced) are
utilized for facilitating these interactions. Hardware
components, including microcontrollers, micropro-
cessors, Field-programmable gate arrays (FPGAs),
and system-on-chip (SoCs) handle processing tasks,
while software functions andprocessing systems form
the intelligent core of IoT. The eventual objective of
IoT is to render services accessible anytime, any-
where, and to anyone.

1.3. Impact of device specification in IoT anomaly
detection

With reference to Table 1, it is evident that the
specifications of IoT devices and network infra-
structure significantly impact the capability of
anomaly detection and the effectiveness of cyber
defense in IoT systems. The CPU clock speed and
cache size of devices determine their processing
power and ability to manage real-time anomaly
detection algorithms. A higher clock speed and
larger cache enable faster processing and analysis of
data, improving the responsiveness of anomaly
detection systems. The availability of sufficient RAM
and flash memory allows for storing and processing
large volumes of data, facilitating comprehensive
anomaly detection, and enhancing the system's de-
fense capabilities. The presence of cameras and
audio/video support enables the capture and anal-
ysis of multimedia data, enriching the anomaly
detection process. Supported protocols play a vital
role in facilitating communication and data ex-
change between IoT devices and the detection sys-
tem, enhancing the system's ability to monitor and
identify anomalies. The instruction size, available
registers, memory access type, and instruction set
architectures influence the execution efficiency and
computational capabilities of anomaly detection al-
gorithms. Compliance with applicable IoT stan-
dards ensures interoperability and compatibility,
enabling seamless integration of different devices
and systems for a robust cyber defense mechanism
in IoT environments. Hence, careful consideration
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of IoT device and network specifications is crucial
for developing effective anomaly detection systems
and strengthening the overall cybersecurity posture
in IoT deployments.

1.4. Generalized IoT layered-architecture

The generalized architecture of an IoT system
entails four layers: Perception, Network, Processing,
and Application. In the Perception layer, nodes such
as conveyor systems, surveillance cameras, Global
Positioning System (GPS) modules, Radio-fre-
quency Identification (RFID) scanners, and
manufacturing robots are liable for supervising the
settings and aggregation of sensory data. The
Network layer comprises communication systems
[4] like WiFi, Bluetooth, Zigbee, Long-Term Evolu-
tion (LTE), and protocols like Internet Protocol
version 4 (IPv4) and Internet Protocol version 6
(IPv6), facilitating the transfer of data to the subse-
quent Processing layer. Within the Processing layer,
cloud servers and databases handle tasks such as
data analysis, computation, decision-making, and
the storage of vast amounts of information. Ulti-
mately, the Application layer caters to the distinctive
requirements of end-users, delivering tailored ser-
vices based on their requirements and preferences.

1.5. Deviations or anomalies in IoT setting

Anomaly detection focuses on data, device &
network changes, revealing previously unknown
threats and communication patterns that have not
yet been documented in threat databases or operate
covertly, causing gradual shifts. By analyzing exist-
ing IoT devices, network communication and
infrastructure, an effective anomaly detection can
provide administrators with a comprehensive
network mapping that offers valuable insights. This
includes identifying devices and clients within the
network, establishing connections and hierarchies
between devices (such as master/slave relation-
ships), monitoring data packets and their content,
identifying utilized protocols, and analyzing the
frequency of specific communication patterns.
Through this approach, IoT enabler-establishments
can become eligible to effectively detect and address
deviations or anomalies, enabling proactive mitiga-
tion of potential security risks and ensuring the
stability and integrity of the network.

1.6. Research contributions

This research paper significantly contributes to
the domain knowledge of IoT vulnerabilities,Ta
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anomalies, risks, threats, and security features.
Firstly, it provides a comprehensive review of the
existing literature, synthesizing the current under-
standing of IoT security issues and highlighting the
key vulnerabilities and threats that can conciliate
the integrity and confidentiality of IoT systems. This
review serves as a valuable resource for researchers
and practitioners seeking to gain a holistic under-
standing of the security challenges in the IoT
domain.
Secondly, the paper presents the results of a

comprehensive system generated anomaly spread
and identification survey conducted among experts
and practitioners in the field. The survey data offers
insights into real-world experiences and practices
regarding IoT security, shedding light on the most
common anomalies and risks encountered. By
analyzing the survey responses, the research paper
identifies trends, patterns, and emerging concerns
in the IoT security backdrop, informing future
research directions and best practices.
Furthermore, the research paper proposes a sys-

tematic framework for assessing and mitigating IoT
vulnerabilities and risks. It provides a structured
approach that the cybersecurity scientific commu-
nity can adopt to identify potential threats, evaluate
their impact, and implement appropriate security
measures. The framework considers both technical
aspects (such as encryption, authentication, and
access control) and non-technical factors (such as
policy and governance) to create a comprehensive
security strategy.
Lastly, the paper evaluates the effectiveness of

existing security features and protocols in mitigating
IoT risks. It examines the strengths and limitations
of commonly used security mechanisms and pro-
poses enhancements to address the identified gaps.
By critically assessing the current state of security
features, the research paper guides the develop-
ment and implementation of more robust and
resilient security solutions for IoT environments.
We, the authors, believe that the findings of this

research paper will empower IoT infrastructure
handlers and researchers to better understand,
address, and mitigate the vulnerabilities and risks
associated with IoT deployments.

1.7. Paper organization

Section 2 provides a detailed explanation of the
‘Procedural Research Method’ and its rationale for
utilizing a systematic methodology in evaluating
security challenges within the jurisdiction of IoT.
This approach aims to establish a comprehensive
threat taxonomy to thoroughly understand the

subject matter. In Section 3, the research delves into
the ‘Security background, terminology, and objec-
tives', offering valuable insights into the contextual
aspects of the study. Section 4 presents ‘Key
Applicable Recommendations', proposing light-
weight, scalable, and effective cyber-shields for IoT
cyber-defense. Finally, Section 5 serves as the
conclusion, highlighting the study's limitations and
providing recommendations for future research di-
rections. This sequential organization of sections
ensures a coherent and logical flow of information,
enhancing the overall structure and readability of
the research paper.

2. Procedural research method

This research paper employed a systematic
methodology to assess the security challenges in the
realm of IoT and construct a comprehensive threat
taxonomy. A meticulous literature search was con-
ducted using pertinent keywords, such as “IoT” and
“security,” across renowned publication databases
including Elsevier, IEEE, ACM, Springer, IET,
MDPI, Wiley and etc. This process yielded a wide
array of survey papers, providing a solid foundation
for comprehending the IoT security landscape.
Leveraging their own expertise in the security field
[5], the authors carefully examined and selected
pertinent topics crucial to network security. Fig. 1
illustrates the research dispersal data with respect to
subject area. Investigating from diverse sources of
research journals and considering diverse subjects
is important for IoT cyber security research survey
as it allows for a comprehensive and multidisci-
plinary understanding of the complex challenges
and potential solutions. Drawing from various fields
such as computer science, decision science, engi-
neering, material science, mathematics, machine
learning, artificial intelligence (AI), and more en-
sures a holistic approach to address the multifaceted
aspects of IoT security, fostering innovative ideas
and robust methodologies to mitigate risks and
safeguard IoT systems effectively. In our examina-
tion of dissimilar procedural research methods,
including Scoping Review, Integrative Review,
Realist Review, and Quantitative Synthesis, we
aimed to ensure the effectiveness and accuracy of
our furnished analysis. Upon careful consideration,
we found that the gold standard in evidence syn-
thesis is a systematic review. This method provides
a rigorous and transparent approach to gather,
assess, and analyze existing literature, following a
predefined protocol to minimize bias and ensure
reproducibility. Contrasting the Scoping Review,
which focuses on mapping available literature to
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identify key concepts and gaps but lacks the depth
and comprehensive analysis, Integrative Review
synthesizes diverse research methodologies but
may not exhibit the same level of methodological
rigor. Realist Review, while exploring underlying
mechanisms, may be limited in generalizability
compared to the broad scope of a systematic review.
Whereas, Quantitative Synthesis may lack the
qualitative depth and context provided by the

systematic review, which thoroughly examines both
quantitative and qualitative evidence. Overall, the
meticulous and comprehensive approach of the
systematic review ensures the generation of robust
and reliable findings.
To gain a deeper understanding of the primary

studies and identify shared patterns, an analysis was
conducted to examine the prevalence, frequency, and
occurrence of keywords across the complete set of

Fig. 1. Research distribution statistics.
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studies. This comprehensive examination aimed to
identify recurring themes and topics within the
selected studies and shed light on the focus and
emphasis of the research. The findings, illustrated in
Table 2, revealed a growing interest and emphasis on
safeguarding IoT devices against cyber-attacks,
providing valuable insights into the prevailing trends
and interests in this area of research. This analysis
provides a broader perspective and highlights signif-
icant aspects related to the primary topic of interest.
It is evident that the IoT has witnessed a

remarkable growth trajectory, with a substantial
number of connected devices already in use and an
anticipated doubling by 2025 (i.e., as illustrated in
Fig. 2) [6,7]. This rapid expansion has resulted in
diverse applications across various domains, such as
the Industrial Internet of Things (IIoT), facilitating
enhanced communication and optimization of pro-
duction processes among machines. Another note-
worthy domain is the Internet of Medical Things
(IoMT), focusing on healthcare applications like
remote patient monitoring and personalized health
tracking. Likewise, IoT plays a pivotal role in the
evolution of Smart Cities, enabling efficient man-
agement of traffic and waste disposal while
unlocking the potential of data-driven governance.
The integration of IoT devices in smart homes has
also revolutionized daily life, with interconnected
appliances such as thermostats, televisions, and se-
curity systems. However, the widespread deploy-
ment of IoT devices raises legitimate concerns
regarding security and privacy, necessitating the
implementation of robust measures to mitigate risks
and safeguard sensitive data.

3. Security background, terminology, and
objectives

In the perspective of IoT security, several key
objectives play a crucial role in safeguarding IoT
devices and systems. These objectives include
integrity, authentication, confidentiality, privacy,
availability, authorization, non-repudiation, identi-
fication, reliability, freshness, access control
methods, and soundness. Ensuring data integrity is
essential to prevent unauthorized modification or
destruction of data during transmission, storage,
and processing. Authentication and authorization
are crucial in verifying the identities of entities
within the IoT system and ensuring that they have
the appropriate permissions to access resources.
Confidentiality protects sensitive information from
unauthorized disclosure, both during transference
and storage. Privacy becomes a significant concern
in handling and processing data, ensuring that the

rights of individuals regarding the use of personal
information are respected. Availability focuses on
the system's operational state and capability to
deliver required services. Additionally, non-repu-
diation prevents entities from denying their actions,
enabling the resolution of potential conflicts within
the system. These security objectives highlight the
comprehensive measures required to address the
unique challenges and vulnerabilities posed by IoT
systems. Table 3 provides an overview of IoT secu-
rity objectives, corresponding attack types, and
anomaly detection techniques. It offers insights into
the layers involved, ML methods utilized, detection
accuracy, datasets used, and relevant references for
further exploration. Incorporating quantitative
analysis into our research on IoT security was
crucial to providing a data-driven and objective
assessment of the identified vulnerabilities and po-
tential solutions. By utilizing a relevant dataset
encompassing various aspects of IoT security, such
as the frequency and types of cyber-attacks, the
effectiveness of different cryptographic algorithms,
and the performance of existing security protocols,
we could derive valuable insights and meaningful
conclusions. This quantitative analysis enabled us to
measure the impact and significance of security
measures, identify trends and patterns in cyber-at-
tacks, and assess the overall effectiveness of IoT
security strategies.
Table 4 consolidates and expands crucial infor-

mation on ML models employed in the context of
IoT security for detecting and mitigating cyber-at-
tacks. It is evident that the ML models leverage
various techniques like anomaly detection, behavior
analysis, pattern recognition, and signature-based
detection to identify and classify abnormal activities
and malicious patterns within the IoT environment.
The advantages of these models include high accu-
racy, real-time detection, scalability, and adapt-
ability to evolving attack patterns. However, they
also face challenges such as false positives, compu-
tational complexity, dataset requirements, and sus-
ceptibility to adversarial attacks.

3.1. Machine learning for IoT security

In reference to Tables 3 and 4, the machine
learning and deep learning techniques, derived
from artificial intelligence, play a vital role in
detecting malware and malevolent network traffic
within IoT systems. Traditional attack discovery
systems rely on predefined strategies and feature
sets to identify and classify network attacks, result-
ing in limitations when it comes to detecting new
attack types and being restricted to specific
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scenarios [14]. However, this limitation can be
overcome by employing ML algorithms that learn
from previous experiences rather than relying on
predetermined rules. Recent research [4,8,11e13]

has successfully applied and supported the efficacy
of ML algorithms in bolstering IoT security. These
studies demonstrate that machine learning algo-
rithms can adapt to the dynamic behaviors of IoT

Table 2. Analysis of keywords in primary studies.

Keywords Count Keywords Count

Internet of Things (IoT) 724 Cyber-attacks 609
Wireless Sensor Networks (WSNs) 427 Denial-of-Service (DoS) 578
Secure Routing 255 Trustworthiness 651
Edge Computing 310 Cloud Computing 318
Scalability 645 Machine Learning 595
Artificial Intelligence 607 Deep Learning 487
Neural Networks 496 Supervised Learning 477
Unsupervised Learning 545 Reinforcement Learning 268
Dimensionality Reduction 271 Feature Extraction 542
Transfer Learning 732 Model Selection & Evaluation 445
Autoencoder 273 Ensemble Learning 257
Convolutional Neural Networks 335 Adversarial Networks 620
Data Augmentation 421 Active Learning 715
Anomaly Detection 732 Semi-Supervised Learning 319
Lightweight Cryptography 246 Encryption and Decryption 715
Authentication 543 Key Exchange 615
Secure Communication 677 Resource-Constrained Devices 609
Energy Efficiency 405 Memory Efficiency 307
Hardware & Software Implementation 246 Lightweight Authentication Protocol 294
Resistance to Differential Power Analysis (DPA) 212 Performance Analysis of Lightweight Cryptographic Algorithms 215
Blockchain 725 Distributed Ledger 494
Consensus Mechanisms 483 Decentralization 357
Peer-to-Peer (P2P) Network 570 Immutable 369
Transparency 231 Private/Public/Permissioned Blockchain 699
Proof of Work (PoW) 377 Proof of Stake (PoS) 573
Proof of Authority (PoA) 716 Byzantine Fault Tolerance (BFT) 287
Scalability 398 Interoperability 624
Cross-Chain Communication 606 Zero-Knowledge Proofs 501
Blockchain Governance 316 Blockchain Intermediaries 492
Consensus Algorithms 547 Blockchain Adoption 623
Blockchain IoT Security Use Cases 298 Applied Protocols 674

Fig. 2. IoT market size (year 2018e2025).

U. Tariq et al. / Karbala International Journal of Modern Science 9 (2023) 665e686 671



systems without compelling manual intrusion. By
continuously monitoring network behavior, ma-
chine learning algorithms can swiftly detect various
IoT attacks at an early stage, making them well-
suited for IoT devices with limited resources.

3.1.1. Supervised ML
Supervised ML algorithms play a crucial role in

accomplishing specific tasks by training ML models
using a learning procedure and a training dataset.
These algorithms classify the output based on the
acquired training knowledge. Supervised learning
involves two primary processes: classification and
regression. Classification algorithms excel in catego-
rizing output based on input data, enabling tasks such
as determining the authenticity of information or
distinguishing between real and fake entities. Promi-
nent supervisedMLclassifiers includeSupportVector
Machine (SVM) [15],Naive Bayes (NB) [16], K-Nearest
Neighbor (KNN) [17], and Random Forest (RF) [18].
SVM, for example, has gained significant adoption in
the field of IoT security, effectively classifying diverse
attacks such as DoS/DDoS, privacy fortification, IoT
botnet recognition, and encoding attacks. Although
SVM demonstrates high classification accuracy, it has
limitations, such as a propensity for over-
generalization, deliberate convergence rapidity, and
sensitivity to local extrema.
Another widely used supervised ML-based classi-

fication algorithm in IoT security is Random Forest
(RF). RF constructs a collection of decision trees, and
the classification and prediction accuracy improve as
the number of trees in the model increases. RF has
been successfully employed in various IoT security
tasks, including irregularity recognition, user to root
intrusion detection, and remote to local risk strike
discovery. Nevertheless, it is important to note that
exceeding a certain number of trees can adversely
impact RF's performance, rendering it slower and
less suitable for real-time classification operations.
The K-Nearest Neighbor (KNN) algorithm calculates
the Euclidean distance between nodes, allowing the
prediction of unknown nodes based on the average
value of their k-nearest neighbors. In IoT applica-
tions, KNNhas found utility in tasks such asmalware
detection, anomaly detection, and intrusion detec-
tion. Although KNN offers advantages in terms of
ease, cost-efficacy, and compliant execution, its per-
formance may be compromised with larger datasets,
and it proves to be overly vulnerable to outliers and
overlooked values.
Regression algorithms, including Decision Trees

(DTs) [19], Linear Regression (LR) [20], and Neural
Networks (NNs) [21], play a vital role in investi-
gating relationships between independent features Ta
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Table 4. IoT cyber attack detection and mitigation with machine learning models.

IoT Cyber
Attack Type [5]

ML Model
Name [11e13]

Category Brief Description Detection Mechanism Advantages Disadvantages and
Limitations

Denial of Service
(DoS)

LSTM-based Classifier Anomaly
Detection

Long Short-Term Memory
(LSTM)
model to detect DoS
attacks

Analyzes network traffic
patterns and behavior
anomalies

Ability to capture sequen-
tial dependencies in data,
high detection accuracy

May require large
amounts of training data,
potential false positives/
negatives

Man-in-the-Middle
(MitM)

Random Forest
(RF)

Supervised
Learning

RF classifier to identify
and prevent
MitM attacks

Analyzes network traffic
and identifies suspicious
activities

High accuracy, can handle
large feature spaces,
interpretability

Limited in handling dy-
namic or evolving attack
patterns, may require
frequent retraining

Device Spoofing Support Vector Ma-
chine
(SVM)

Supervised
Learning

SVM model for detecting
device
spoofing based on behav-
ioral analysis

Analyzes device behavior
and compares with known
patterns

Can handle complex
feature spaces, good
generalization capability

Vulnerable to noise in
training data, may strug-
gle with detecting sophis-
ticated spoofing
techniques

Data Tampering Deep Belief Networks
(DBN)

Unsupervised
Learning

DBN model for detecting
anomalies and
identifying data
tampering

Compares data patterns
and identifies deviations

Good at detecting un-
known attacks, can handle
complex data structures

Requires significant
computational resources,
may have high training
time and complexity

Eavesdropping Convolutional Neural
Network
(CNN)

Deep
Learning

CNN-based model to
detect eavesdropping
by analyzing network
traffic

Extracts features from
network data and detects
anomalies

Effective in capturing
spatial patterns, high
detection accuracy

Requires large, labeled
datasets, may struggle
with detecting advanced
eavesdropping techniques

Replay Attacks Recurrent Neural
Network
(RNN)

Deep
Learning

RNN-based model to
detect and
prevent replay attacks

Analyzes message time-
stamps and detects
replayed messages

Can capture temporal de-
pendencies, effective in
detecting repeated mes-
sage patterns

Reliance on accurate
timestamp synchroniza-
tion, may require contin-
uous monitoring and
synchronization of devices

Malware Injection Decision Tree Supervised
Learning

Decision tree model for
identifying and
blocking malware
injection

Analyzes network traffic
and identifies malicious
patterns

Interpretable model, can
handle both numeric and
categorical data, relatively
low computational
requirements

May struggle with com-
plex data relationships,
may have limitations in
handling unknown or
evolving malware variants

Insider Threats Recurrent Neural
Network
(RNN)

Deep
Learning

RNN model to detect
anomalous behavior
and identify insider
threats

Analyzes user activity
patterns and identifies
anomalies

Ability to capture sequen-
tial dependencies, effec-
tive in detecting subtle
insider behavior

Dependence on accurate
and representative
training data, may require
continuous monitoring
and profiling of user
behavior

(continued on next page)
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and dependent variables for predictive modeling.
DTs utilize simple decision rules derived from
extracted features to predict target variable values
but are prone to instability and struggle with
continuous variables. LR models estimate accurate
constraints by minimizing the error between pre-
dicted and actual values, yet they are sensitive to
outliers and assume linear relationships. NNs,
inspired by human intelligence, control complex
and nonlinear information efficiently, but their
computational complexity poses challenges for
implementation in resource-constrained IoT sys-
tems. To overcome limitations, Ensemble Learning
(EL) [22] combines multiple algorithms to improve
performance, making it a valuable tool for complex
IoT problems such as network monitoring, attack
detection, and anomaly detection. Careful consid-
eration of model selection, optimization techniques,
and ensemble strategies is necessary to harness the
potential of these algorithms in IoT applications.

3.1.2. Unsupervised ML algorithms
Unsupervised ML algorithms can realize hidden

models and examine unlabeled datasets without
relying on training data. By evaluating relationships
between dataset models and input variables, these
algorithms group samples into clusters, thus
enhancing the discretion and protection of IoT de-
vices. Among the extensively sourced unsupervised
ML procedures, K-means [23] effectively clusters ob-
jects into distinct groups based on their nearest mean,
making it suitable for IoT systems. Principal Compo-
nent Analysis (PCA) [24] serves as a dimensionality
reduction technique, improving computational speed
and feature selection for attack detection in IoT,
although it assumes linearity and is sensitive to out-
liers.Hierarchical clustering [25] creates a hierarchyof
clustered data samples, eliminating the need for a
predefined number of clusters, but it struggles with
mixed data types and large-scale datasets. Fuzzy K-
means Clustering (FCM) [26] utilizes fuzzy logic to
assign data points probabilities for cluster member-
ship, offering a more flexible approach than tradi-
tional clustering techniques. Gaussian Mixture
Models (GMMs) [27] assume that data models are
spawned from a mixture of Gaussian distributions,
employing a probabilistic methodology for soft clus-
tering,where eachcluster corresponds to aprobability
distribution in a multidimensional space.

3.1.3. Reinforcement learning (RL)
RL algorithms enable autonomous learning and

decision-making in systems through interaction
with the environment. The incorporation of Quality-
learning mechanisms [28] (i.e., Distributed Q-Ta
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learning, Double Q Network, Dueling Q Network
(DQN), etc.) in RL models allows for automatic de-
cision-making without prior knowledge. RL oper-
ates dynamically, employing a trial-and-error
approach to identify optimal actions for maximizing
rewards. RL algorithms, such as Quality-learning
and Deep Quality Network (DQN) [29], are utilized
for security attack detection in IoT systems. These
RL algorithms address limitations in conventional
ML techniques, including high computational time,
large parameter requirements, lower accuracy, and
the inability to oversee complex problems.
Conversely, RL encounters challenges associated
with computational overload due to the significant
amount of data required for computation.

3.1.4. Future directions for utilizing ML in anomaly
detection
This section addresses the existing research gap

by presenting potential areas of further investiga-
tion, focusing on enhancing the intelligence and
dynamism of protocols by utilizing ML techniques.

(a) In the context of anomaly detection in IoT, future
research should focus on developing ML models
that are explainable and interpretable. This will
enable stakeholders to understand the underlying
reasons for anomaly detections and build trust in
the system. Techniques such as rule extraction,
feature importance analysis, and model visuali-
zation can be explored to provide meaningful ex-
planations for anomaly predictions.

(b) As IoT systems become more vulnerable to
adversarial attacks, potential research should
investigate the application of adversarial ML
techniques for robust anomaly detection.
Adversarial training, defensive distillation, and
anomaly detection in adversarial settings are
potential research directions to enhance the
resilience of ML-based anomaly detection
models against sophisticated attacks.

(c) With the continuous stream of data produced by
IoT devices, there is a need for real-time
anomaly detection techniques. Imminent
research should explore ML algorithms and
frameworks that can handle high-velocity data
streams and detect anomalies in real-time. In-
cremental learning, adaptive models, and online
feature selection methods are potential ap-
proaches to address the challenges of online and
streaming anomaly detection.

(d) Preserving data privacy is critical in IoT envi-
ronments. Forthcoming research should focus on
developing privacy-preserving ML techniques
for anomaly detection in IoT. Reliable multi-

party data processing, homomorphic encoding,
and federated learning approaches can enable
anomaly detection while ensuring data privacy
and compliance with privacy regulations.

(e) IoT devices repeatedly have inadequate
computational resources and energy constraints.
Future research should focus on developing ML
models and algorithms that are lightweight and
energy-efficient, enabling anomaly detection
directly on resource-constrained devices. Model
compression, quantization, and knowledge
distillation techniques can be explored to reduce
the computational and memory requirements of
ML models deployed on IoT devices.

Table 5 supports a structured and broad assess-
ment of projected research and previously con-
ducted surveys on cyber-attack detection using ML
in the IoT network. Applied and considered termi-
nologies are explained as follow.

i. ‘Structured’ indicates that the assessments
and comparisons are presented in a well-
organized and coherent format, making it
easier to understand and analyze the
information.

ii. ‘Pros/Cons’ highlight the advantages and
weaknesses of the research and surveys that
furnish a balanced view by discussing both the
positive aspects and potential limitations of the
approaches taken.

iii. ‘Disparaging’ suggests that certain assess-
ments or comparisons in the survey might be
critical or unfavorable in nature. It implies that
there may be findings that are less favorable or
that highlight shortcomings in the research or
survey methodologies.

iv. ‘Assessment’ examines the procedure of
evaluating or analyzing the research and sur-
vey that involves forming judgments, identi-
fying patterns, and drawing conclusions based
on the collected information.

v. ‘Coverage of Other Technique’ assesses the
extent to which the research and surveys have
explored and considered various techniques
other than ML for detecting cyber-attacks in
IoT networks.

vi. ‘Technical Difficulty’ indicates the degree of
expertise and resources required to success-
fully apply evaluated techniques in real-world
scenarios.

vii. ‘Performance Comparison’ involves
comparing and evaluating the effectiveness
and efficiency of different ML procedures in
distinguishing cyber-attacks in IoT networks.
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It focuses on measuring and analyzing factors
such as accuracy, speed, false positives, and
false negatives to determine the performance
levels of various approaches.

3.2. Confidentiality in IoT

The purpose of cryptography in IoT security is to
protect sensitive information from unauthorized
access, interception, and tampering. By employing
encryption algorithms, data can be transformed into
ciphertext, making it unreadable to adversaries
without the corresponding decryption key. This
ensures confidentiality, preventing unauthorized
entities from extracting meaningful information
from intercepted data. In this context, the perfor-
mance assessment of lightweight cryptographic al-
gorithms is of utmost importance to determine their
suitability for secure communication in IoT envi-
ronments. Factors such as encryption type, signa-
ture schemes, communication latency, gate density,
power consumption, and microcontroller platform
significantly impact the overall performance and
resource utilization. Additional look after features
for adopting a suitable encoding algorithm are as
follows [38e45].

a) The frequency of operation directly affects the
processing speed, with higher frequencies
enabling faster encryption and decryption
operations.

b) The available RAM and ROM in kilobytes (kB)
play a vital role in determining the memory re-
quirements of cryptographic algorithms.

c) Power consumption, measured in milliamperes
(mA), is a crucial consideration due to the
limited power resources in IoT devices.

d) The choice of encryption algorithm, along with
the key size, block size, and number of rounds,
determines the cryptographic strength and
efficiency.

e) The selection of an appropriate cipher and
network type ensures secure communication
and compatibility with IoT protocols.

f) Cyphering throughput, measured in megabits
per second (Mbps), indicates the data processing
speed, while latency in cycles reflects the
responsiveness and real-time capabilities of IoT
systems.

The evaluation of encryption features (i.e., illus-
trated in Table 6) provides insights into the practical
applicability of lightweight cryptographic algo-
rithms for securing IoT networks.
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3.2.1. Quantum Crypto Physical Unclonable
Functions (QC-PUF)
QC-PUF combines the principles of quantum

cryptography and physical unclonable functions to
enhance the security of cryptographic systems.
PUFs exploit the inherent variations in hardware
devices to generate unique cryptographic keys. In
the context of quantum cryptography, PUFs can be
used to generate and store quantum keys, providing
a higher level of security against attacks.
In a Quantum Crypto PUF system, the bit pattern

for plain text and ciphered data can be determined
by the encryption algorithm used. The encryption
algorithm operates on the plain text data using the
cryptographic key, resulting in ciphered data. The
key bits, generated by the PUFs, serve as the input
for the encryption algorithm, ensuring the unique-
ness and security of the key.
Key exchange criteria in Quantum Crypto PUFs

involve securely exchanging the cryptographic keys
between communicating parties. This can be ach-
ieved through protocols like Quantum Key Distri-
bution (QKD) that utilize quantum properties to
establish secure key exchange. The number of
cryptographic rounds depends on the specific
implementation and security requirements,
ensuring the desired level of encryption strength.
In terms of infrastructure limitations for IoT, the use

of Quantum Crypto PUFs faces challenges such as
limited distance for transmittingphotons, theneed for
specialized quantum devices that may be bulky and
expensive, and scalability concernswhendealingwith
large-scale IoT networks. Yet, advancements in tech-
nology and research aim to address these limitations
and enable the practical implementation of Quantum
Crypto PUFs in IoT environments.
Nevertheless, by leveraging the inherent varia-

tions in hardware devices and incorporating quan-
tum cryptographic principles, QC-PUFs enhance
the resilience of cryptographic systems in Industrial
IoT and IoMT, mitigating the risks associated with
unauthorized access, data breaches, and tampering.
This advanced security measure contributes to
safeguarding critical industrial processes, sensitive
medical data, and the integrity of interconnected
devices in these evolving and interconnected
ecosystems.

3.2.1.1. Novel technical considerations for QC-PUFs
implementation. We have encountered the following
considerations while investigating the QC-PUF.

a) QC-PUF solutions need to be designed to
seamlessly integrate with diverse IoT, IIoT, and
IoMT hardware platforms. Factors such as Ta
bl
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limited resources, low power consumption, and
compatibility with various microcontroller ar-
chitectures must be considered to ensure effi-
cient and practical deployment.

b) To establish secure communication channels,
post-quantum key exchange protocols should be
implemented. These protocols address the
vulnerability of classical cryptographic protocols
to quantum attacks and guarantee the confi-
dentiality and authenticity of data transmitted
between devices.

c) The physical limitations of IoT, IIoT, and IoMT
devices must be considered, including process-
ing capabilities, memory constraints, and energy
resources. Lightweight and efficient QC-PUF
implementations are necessary to minimize
computational overhead and power consump-
tion while maintaining adequate security
measures.

d) Environmental factors, such as temperature
variations, electromagnetic interference, and
physical vibrations, can affect the performance
and reliability of QC-PUF enabled devices.
Robust designs that account for these factors is
essential to ensure consistent operation in real-
world deployment scenarios.

e) Comprehensive lifecycle management strategies
for QC-PUF qualified devices are vital for secure
key generation, distribution, storage, rotation,
and revocation processes. These strategies
ensure the efficient management of crypto-
graphic keys throughout the device lifecycle,
minimizing the risk of key compromise.

3.2.2. Correlation of ML with lightweight
cryptography
Machine learning modeling is crucial in fortifying

the IoT against crippling cyber-attacks by collabo-
rating with cryptographic implementation. ML al-
gorithms provide powerful capabilities for data
analysis, pattern recognition, and anomaly detec-
tion, which are vital in identifying and mitigating
security threats. By integrating ML algorithms with
lightweight cryptographic techniques, IoT systems
can benefit from enhanced threat detection, robust
authentication mechanisms, and secure communi-
cation protocols. ML algorithms contribute to the
overall defense of IoT against cyber-attacks by
strengthening key management, facilitating real-
time threat monitoring, and enabling proactive se-
curity measures. The correlation between ML and
cryptographic algorithms forms a comprehensive
approach to strengthen IoT devices and networks,
ensuring resilience and safeguarding against
evolving threats.

Here it is worth highlighting that the centralized
nature of IoT systems poses vulnerabilities such as
data tampering, unauthorized access, and single
points of failure. These challenges can be effectively
addressed by leveraging Blockchain (BC) technology,
which provides decentralized consensus, immuta-
bility, and transparency, ensuring a robust and secure
IoT ecosystem. Likewise, by leveraging ML algo-
rithms, the blockchain can analyze massive amounts
of IoT data, detect anomalies, and identify potential
security threats in real-time. Lightweight cryptog-
raphy ensures efficient and secure communication
between IoT devices, while the blockchain acts as a
trusted distributed ledger, facilitating secure data
sharing and authentication. The need for blockchain
in IoT lies in its ability to establish a decentralized and
tamper-resistant infrastructure, ensuring data integ-
rity, privacy, and resilience against sophisticated
cyber-attacks, ultimately fortifying IoT ecosystems.

3.3. Blockchain solution for IoT security

Literature review assessment [46e51] revealed
that the Blockchain, whether it is implemented as a
private, public, or federated network, plays a crucial
role in strengthening IoT against anomalous cyber-
attacks (i.e., illustrated in Table 7). By granting a
dispersed and absolute ledger, blockchain ensures
the integrity and transparency of IoT transactions
and data. Cryptological algorithms and consensus
procedures establish trust and enhance security,
making it exceptionally complicated for malicious
actors to fiddle with or compromise IoT devices and
their associated data.
The blockchain paradigm utilizes cryptographic

hash functions to calculate the data hash, providing a
unique digital fingerprint. This hash, along with
other transaction details, is stored in blocks, forming
a chain. The blockchain's decentralized nature and
consensusmechanismsmake it particularly tough for
adversary to alter or manipulate data stored on the
BC, ensuring data authentication and integrity. A
block in the BC comprises of a list of transactions that
record data exchanges between IoT devices. The
impact of blockchain on secure communication pro-
tocols like Hypertext Transfer Protocol (HTTP),
Message Queuing Telemetry Transport (MQTT),
Constrained Application Protocol (CoAP), or Exten-
sibleMessaging andPresence Protocol (XMPP) lies in
providing an additional layer of security and trust
through the decentralized nature of the blockchain,
ensuring secure and reliable data transmission.
Similarly, blockchain can impact IoT-specific routing
protocols by enhancing the security, privacy, and
reliability of data routing within IoT networks.
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Considering IoT device resource constraints, block-
chain functionality can be tailored to accommodate
heterogeneous devices by employing lightweight
consensus algorithms, optimizing data storage &
processing, and leveraging off-chain solutions to
minimize resource consumption while maintaining
the core benefits of blockchain technology.

3.3.1. Challenges of blockchain
Integrating Blockchain technology into IoT pre-

sents domain-specific challenges. Table 8 outlines
technical challenges and corresponding solutions.

3.3.1.1. Scalability limitations of blockchain. The scal-
ability limitations of blockchain technology in large-
scale IoT networks present considerable challenges
in ensuring efficient and reliable transaction pro-
cessing. As the number of IoT devices and trans-
actions increases, network congestion becomes a
significant concern, leading to delays and increased
transaction fees. The transaction throughput of
traditional blockchain networks, such as Bitcoin and
Ethereum, is limited, making it difficult to handle
the vast number of transactions generated by IoT
devices in real-time. Moreover, the consensus

mechanisms employed in blockchain, such as Proof
of Work (PoW) and Proof of Stake (PoS), can exac-
erbate scalability issues. PoW requires extensive
computational resources, leading to slower trans-
action confirmation times, while PoS has its limita-
tions in handling high transaction volumes. To
address these challenges, various approaches are
being explored, including sharding, sidechains, and
off-chain processing. Sharding divides the block-
chain network into smaller partitions, allowing
parallel processing of transactions, while sidechains
enable the execution of specific smart contracts off
the main blockchain, reducing congestion. Off-chain
processing moves non-critical transactions outside
the main blockchain, alleviating the burden on the
network. Achieving scalability in large-scale IoT
blockchain networks requires a careful balance be-
tween transaction volume, consensus mechanisms,
and innovative scaling solutions to ensure efficient
and seamless data processing for IoT applications.

4. Ethical and legal considerations

Ethical considerations, privacy concerns, and legal
frameworks play a pivotal role in shaping the

Table 7. Comprehensive Comparison of Public, Private, and Federated Blockchains for IoT Devices.

Public [47] Private [48] Federated [49,50]

Access Publicly accessible to any
IoT entity

Restricted access to
authorized entities

Restricted access to a
group of trusted entities

Speed Moderate to Slow Fast Fast
Efficiency Moderate to Low High High
Security High High High
Immutability Immutable once

confirmed
Immutable once
confirmed

Immutable once
confirmed

Consensus Process Decentralized consensus Permissioned consensus Permissioned consensus
Consensus Mechanism Proof of Work, Proof of

Stake (Ethereum)
Various (e.g., Practical
Byzantine Fault Tolerance,
Raft)

Various (e.g., Federated
Byzantine Agreement)

Network Type Publicly shared network Private or consortium
network

Private or consortium
network

Open Source Yes Yes Yes
Smart Contracts Type Turing Complete

(Ethereum)
Turing Complete (Hyper-
ledger Fabric)

Turing Complete
(Multichain)

Particular Hardware
Requisite

High computational
power required

No specific requirements No specific requirements

Avg. Transactions per
Second

Varies (e.g., Ethereum:
15 TPS)

Varies (depends on
network infrastructure)

Varies (depends on
network infrastructure)

Hashing Algorithm Various (e.g., SHA-256,
Ethash)

Various (e.g., SHA-256,
SHA-3)

Various (e.g., SHA-256,
SHA-3)

Key Administration Yes (through public-pri-
vate key pairs)

Yes (through access
controls)

Yes (through access
controls)

Data Confidentiality No (Transparent) Yes Yes
Scalability Limited Flexible Flexible
Governance Decentralized Centralized Consortium-based
Customization Limited High High
Network Overhead Higher Lower Lower
Interoperability Limited Limited Limited
Cost Competence Lower Higher Higher
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landscape of IoT security. As IoT devices become
more pervasive in our daily lives and critical infra-
structure, safeguarding user privacy and adhering to
ethical principles becomesparamount. The collection,
storage, and processing of vast amounts of personal
data by IoT devices raise significant ethical concerns
regarding consent, data ownership, and potential
misuse. Addressing these issues requires robust
technical solutions that prioritize data protection and
user control over their information. Implementing
privacy by design principles, encryption, and secure
data transmission protocols can help mitigate privacy
risks and ensure data confidentiality.
In addition to technical measures, adhering to

legal frameworks is essential to establish clear
guidelines and responsibilities for all stakeholders
involved in the IoT ecosystem. Compliance with
existing data protection regulations, such as the
General Data Protection Regulation (GDPR) and
HIPPA, ensures that user data is handled lawfully
and transparently. Legislative bodies worldwide
must work collaboratively to create comprehensive
and adaptive IoT-specific regulations to address
emerging challenges. These legal frameworks must
encompass device security standards, data breach
notification requirements, and liability allocation to
promote accountability among IoT manufacturers,
service providers, and users. Moreover, ethical
considerations extend beyond data privacy to
encompass the potential societal impact of IoT
technologies. Striking a balance between innovation
and ethical use is crucial to prevent unintended
consequences and potential harm. Robust risk
assessment and ethical impact assessments should
be integrated into the development and deployment
of IoT systems. Responsible innovation in IoT se-
curity involves not only technical expertise but also
a deep understanding of ethical principles, user
perspectives, and social implications. By addressing
ethical considerations, privacy concerns, and legal
frameworks, the IoT security community can pave
the way for a safer, more secure, and ethically
conscious IoT ecosystem.

5. Key applicable recommendations

A rigorous review of survey analysis triggered the
following recommendations to nominate light-
weight, scalable, and effective cyber-shield in IoT
cyber-defense.

a) Robust device authentication mechanisms, such
as X.509 certificates and mutual authentication
protocols like EAP-TLS (Extensible Authentica-
tion Protocol-Transport Layer Security), help

prevent unauthorized access to IoT devices.
Implementing strong authentication mitigates
the risk of impersonation attacks.

b) Deploying protocols like MQTT with TLS for
end-to-end encrypted communication ensures
the confidentiality and integrity of data
exchanged between IoT devices and the server.
Proper protocol selection and configuration are
crucial for secure IoT communication.

c) Establishing a well-defined process for timely
security updates and patches, following stan-
dards like ISO/IEC 27001, and leveraging
vulnerability management frameworks like
CVSS (Common Vulnerability Scoring System),
ensures that known vulnerabilities are promptly
addressed and reduces the likelihood of suc-
cessful attacks.

d) Employing network segmentation using VLANs
(Virtual Local Area Networks) or SDN (Soft-
ware-Defined Networking) techniques helps
isolate IoT devices into separate security zones,
limiting the lateral movement of threats and
minimizing the potential impact of attacks.

e) Employing security information and event
management (SIEM) algorithms integrated with
threat intelligence feeds, such as STIX/TAXII
(Structured Threat Information Expression/
Trusted Automated Exchange of Indicator In-
formation), facilitates proactive monitoring,
timely incident detection, and response to
emerging threats.

f) Employing techniques such as data-at-rest
encryption, using algorithms like XTS-AES
(XEX-based Tweaked CodeBook Mode with Ci-
pher-Text Stealing and Advanced Encryption
Standard), and secure protocols like HTTPS
(Hypertext Transfer Protocol Secure) or SFTP
(Secure File Transfer Protocol), ensures data
confidentiality and integrity throughout its
lifecycle.

g) Exploring the integration of blockchain tech-
nology, such as Ethereum or Hyperledger Fab-
ric, in IoT infrastructure enhances security,
transparency, and trust among participants.
Employing smart contracts and distributed led-
ger technology ensures tamper-resistant data
integrity, decentralized consensus, and audit-
able transactions.

h) Considering the future threat of quantum com-
puters, exploring post-quantum cryptographic
algorithms like lattice-based or code-based
cryptography, along with physical unclonable
functions (PUFs) for device authentication, en-
hances the resistance of IoT infrastructure
against potential quantum-based attacks.
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Table 8. The Integration of Blockchain Technology in IoT: Addressing Multi-Domain Challenges and Solutions.

BC Challenges Description Solution Hindrance Issues Applied Technologies
and Protocols

Ref.

Interoperability Ensuring seamless
integration and
compatibility be-
tween heteroge-
neous IoT devices
and Blockchain
networks

Standardized
data formats and
protocols

Diverse device architec-
tures and protocols

IoT protocols: MQTT,
CoAP, HTTP

[52]

Scalability Addressing the
scalability limita-
tions of Blockchain
to accommodate
the growing num-
ber of IoT devices

Sharding, side-
chains, off-chain
processing

Performance impact,
network congestion

Sharding: Ethereum 2.0,
Hyperledger Fabric

[53]

Privacy and
Security

Protecting sensitive
IoT data from un-
authorized access,
tampering, and
privacy breaches

Cryptographic al-
gorithms, access
control

Privacy breaches, data
leakage, key management

Encryption: AES, RSA;
Access control: ACL,
RBAC

[54]

Smart Contracts Developing secure
and efficient execu-
tion environments
for automated
transactions and
agreements

Secure contract
coding, auditing

Vulnerabilities, smart
contract bugs

Ethereum Virtual Ma-
chine (EVM), Solidity

[55]

Power
Consumption

Optimizing energy
efficiency in IoT
Blockchain net-
works to minimize
power
consumption

Energy-efficient
consensus
mechanisms

Limited device resources,
battery life

Proof of Stake (PoS), Proof
of Authority (PoA)

[56]

Protocol
Standardization

Establishing stan-
dardized commu-
nication protocols,
data formats, and
interfaces for IoT-
Blockchain
integration

IoT protocol
harmonization

Lack of consensus,
compatibility challenges

IETF standards, ISO/IEC
standards

[57]

Infrastructure
Compatibility

Ensuring compati-
bility between
Blockchain infra-
structure and
diverse IoT device
architectures

Middleware solu-
tions, IoT gateway
integration

Resource constraints, con-
nectivity limitations

MQTT brokers, IoT gate-
ways, Blockchain APIs

[58]

Legal and
Compliance

Addressing legal
and regulatory
frameworks for
data protection,
privacy, and cyber-
security in IoT-
Blockchain

Compliance frame-
works, regulatory
guidelines

Jurisdictional issues,
cross-border data
transfers

GDPR, HIPAA, ISO/IEC
standards

[59]

Security Attacks Mitigating security
threats such as
Sybil attacks, 51%
attacks, and dou-
ble-spending
attacks

Consensus mecha-
nisms, Byzantine
fault tolerance

Attack complexity,
network vulnerability

Proof of Work (PoW),
Practical Byzantine Fault
Tolerance (PBFT)

[60]

Trust
Establishment

Establishing trust
among IoT stake-
holders through
identity manage
ment and reputa-
tion systems

PKI, decentralized
identity systems

Trustworthiness verifica-
tion, identity theft

Blockchain-based identity
solutions, DIDs

[61]

(continued on next page)
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i) The emergence of quantum-based attacks
poses significant implications for the security
of IoT-driven blockchain systems. Traditional
cryptographic algorithms, such as RSA and
ECC, are vulnerable to being broken by
powerful quantum computers, jeopardizing
the confidentiality and integrity of data
exchanged in blockchain networks. To address
this threat, post-quantum cryptographic algo-
rithms have been proposed and evaluated for
their applicability in the context of IoT-driven
blockchain. These algorithms, based on lattice-
based cryptography, code-based cryptog-
raphy, multivariate polynomials, and other
mathematical structures, offer resistance
against quantum attacks due to their under-
lying mathematical complexity. However, the
adoption of post-quantum cryptographic al-
gorithms in IoT-driven blockchain introduces
challenges related to performance and

resource constraints. The higher computa-
tional overhead and memory requirements of
these algorithms must be carefully balanced
with the limited processing capabilities and
energy constraints of IoT devices. In addition,
ensuring interoperability and compatibility
with existing blockchain frameworks and
smart contract execution environments be-
comes crucial to achieve seamless integration.
Further research and empirical validation are
required to determine the most suitable post-
quantum cryptographic algorithms for IoT-
driven blockchain, striking a balance between
security, performance, and resource efficiency
in the face of quantum-based threats.

j) Human behavior and user interactions with IoT
devices play a significant role in introducing
potential vulnerabilities (e.g., misconfiguration,
insecure network connections, lack of device
firmware updates, etc.) to IoT security.

Table 8. (continued)

BC Challenges Description Solution Hindrance Issues Applied Technologies
and Protocols

Ref.

Skyline Query
Processing

Designing efficient
techniques for pro-
cessing complex
queries on Block-
chain data in real-
time

Distributed query
processing
algorithms

Query complexity, real-
time response
requirements

Distributed databases,
MapReduce algorithms

[62]

Decentralized
Cooperation

Enabling collective
decision-making,
consensus, and
governance in IoT-
Blockchain
ecosystems

Decentralized
governance models

Governance conflicts,
scalability challenges

DAO (Decentralized
Autonomous Organiza-
tion), Voting mechanisms

[63]

Consensus Protocol Evaluating and
selecting consensus
protocols that meet
IoT application
requirements

Lightweight
consensus
algorithms

Scalability, latency,
consensus fault tolerance

Proof of Stake (PoS),
Delegated Proof of Stake
(DPoS)

[64]

Big Data and Ma-
chine Learning

Integrating secure
and privacy-pre-
serving big data
analytics and ML
algorithms in IoT-
Blockchain

Homomorphic
encryption, feder-
ated learning

Data privacy, model accu-
racy, computational
overhead

Secure Multiparty
Computation (MPC), Dif-
ferential Privacy

[65]

SDN and Cellular
Network

Integrating Block-
chain with SDN
and cellular net-
works for enhanced
security, scalability,
and device
management

Blockchain-based
network
management

Network interoperability,
latency, network overhead

Software-Defined
Networking (SDN), 5G,
Cellular IoT protocols

[66]

Energy
Management

Designing energy-
efficient mecha
nisms and pro
tocols for IoT de
vices in Blockchain
networks

Low-power
consensus
algorithms

Limited device resources,
energy consumption

Proof of Stake (PoS), Proof
of Authority (PoA)

[60]
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Understanding the impact of human factors, us-
ability considerations, and user-centric security
design principles is crucial in addressing these
risks effectively. User-centered approaches that
prioritize intuitive interfaces, clear instructions,
and simplified security measures can enhance
the overall security posture of IoT devices.
Moreover, incorporating user education and
awareness programs can empower users to make
informed security decisions and adopt safe
practices while interacting with IoT technology.
By emphasizing user-centric security measures,
the IoT ecosystem can mitigate potential security
risks and create a more resilient and secure
environment for users and their interconnected
devices.

6. Enhancements from existing reviews/
surveys

This review paper distinguishes itself from related
surveys/reviews [31,32],[34e37],[47],[59],[67,68]
through its adoption of a comprehensive research
method, which rigorously explores procedural
approach ‘Systematic Review’. Unlike conventional
surveys, this review delves deeper into the literature
on IoT security, offering a comprehensive under-
standing of the subject matter. It not only identifies
the vulnerabilities, threats, and challenges posed by
interconnected devices but also proposes a robust
framework for vulnerability assessment and mitiga-
tion. Moreover, the paper critically evaluates the ef-
ficacy of existing security features and protocols,
providing a thorough analysis of their strengths and
limitations. It goes beyond mere summarization of
findings and recommends the integration of inno-
vative technologies like blockchain and machine
learning algorithms to fortify IoT security. This
comprehensive and well-rounded analysis ensures a
reliable and authoritative approach to evidence syn-
thesis in the ever-evolving domain of IoT security.

7. Conclusion and future work

The 21st century has witnessed the widespread
adoption of IoT in various domains, including smart
homes, industries, and healthcare facilities, bringing
numerous benefits and advancements in efficiency,
automation, and convenience. Nonetheless, the
growing reliance on IoT infrastructure necessitates a
robust security framework due to the inherent vul-
nerabilities and threats associated with inter-
connected devices. These include potential
unauthorized access, data breaches, device

manipulation, and network disruptions, emphasizing
the criticality of implementing effective security
measures. This research paper on IoT security review
makes significant contributions by providing a
comprehensive understanding of the existing litera-
ture, conducting a systematic survey to identify
anomalies and risks, proposing a framework for
vulnerability assessment and mitigation, and evalu-
ating the effectiveness of current security features and
protocols. While the paper offers valuable insights
and recommendations, it is important to acknowledge
some limitations. The presented systematic review
may not encompass all possible security aspects, and
the proposed enhancements to security mechanisms
require further empirical validation to ensure their
efficacy in real-world IoT environments.
Future work. To pave the way for future research, it

is imperative to explore various avenues that can
enhance IoT security beyond the existing capabilities.
Firstly, investigating the integration of quantum
systems, 6G, Federated Learning (FL), and artificial
intelligence (AI) into IoT infrastructure holds prom-
ise in significantly enhancing data processing, pri-
vacy preservation, and overall security measures.
Moreover, evaluating the potential benefits and
feasibility of implementing Named Data Network
(NDN) as an alternative to IP-based systems is
crucial. NDN's inherent data-centric approach can
potentially improve data integrity, confidentiality,
and resilience in IoT environments, warranting
further exploration and experimentation.
Likewise, to address the ever-evolving threat land-

scape, continuous monitoring, and adaptation to
emerging security regulations and standards are
essential. This involves actively staying abreast of
evolving policies, industry guidelines, and best prac-
tices to ensure that IoT security measures remain
effective and up to date. Ultimately, the exploration of
novel cryptographic algorithms, lightweight authen-
tication protocols, and secure firmware update
mechanisms specifically designed for IoT devices
should be researched and investigated to significantly
enhance the IoT ecosystem's security posture.
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